C KaxAablM rogoM MOJIOAEXU B WHTEPHETE CTaHOBUTbLCA 60JblUe, @ WKOMbHUKM OAHM U3 CaMbIX aKTUBHbIX MOJSib30BaTenek
PyHeTa. Mexay TeM, MOMUMO OFPOMHOI0 KOJIMYECTBA BO3MOXHOCTEM, MHTEPHET HeceT U NpobneMbl. DTa NaMaTKa A0JIKHA
nomoyb Tebe 6e30nacHO HaxoAMTbCS B CETU.

KoMnbroTepHblie BUpPYCbl

KOMNblOTEPHbIV BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NMPOrpaMM, OTANYMTENbHON OCO6EHHOCTLIO KOTOPOW sBAsETCS
CNOCO6HOCTb K Pa3MHOXEHWIO. B AoNOSIHEHME K 3TOMY, BUPYCbl MOFYT NOBPEAUTb UM MOMIHOCTbIO YHUUTOXMUTL BCe aisbl 1
[aHHble, NOAKOHTPOJIbHbIE MOMb30BaTENO, OT MMEHM KOTOPOro 6bina 3anyLeHa 3apaxeHHas nporpamMMma, a Takxke noBpeauTb
UMK aaxe YHUUYTOXUTb OMNEpauMOoHHYI0 cUCTeMY co BCceMM daitnamm B LenoM. B 60nbLUMHCTBE clyyYaeB pacnpoCcTpaHsoTCs
BUPYCbl Yepe3 MHTEpPHET.

MeToab! 3aWmMThbl OT BP€AOHOCHbIX NporpamMmMm:

1. Wcnonb3yinl coBpeMeHHble OMnepaumoHHble CUCTEMbl, UMEIOLIME Cepbe3HbIA YPOBEHb 3alUTbl OT BPEfOHOCHbIX
nporpamm;

2. TocTosiHHO ycTaHaBnuBai naytM (UMdpoBble 3anniaTku, KOTOpble aBTOMATUUYECKW YCTaHaBAMBAIOTCA C LeNbio
nopaboTkn nporpammbl) U Apyrue O6HOBNEHWS CBOEN oOnepauuMoHHOM cucteMbl. CkaumBalh WMX TONbKO C
oduumanbHoro canta paspabotumka OC. Ecnu CyLlecTBYET peXunM aBToMaTUUeCKoro o6HOBNEHMS, BKIOYN €ro;

3. PaboTait Ha cBOeM KOMMblOTEpEe Noj npaBaMun Nosnb3oBaTens, a He aAMUHUCTPaTopa. 3TO He NO3BOANT 60/bLUMHCTBY
BPEeAOHOCHbIX NPOrpaMM UHCTaNINPOBaTLCSA Ha TBOEM NEPCOHasIbHOM KOMMbIOTEpPE;

4. Wcnonb3yi aHTUBUPYCHbIE NPOrpaMMHbIE€ MPOAYKTbI M3BECTHbLIX NPOU3BOAUTENEN, C aBTOMATUYECKUM O6HOBIEHMEM
6as;

5. OrpaHuyb OU3MYECKUA AOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNLL;

6. Wcnonb3yh BHELWHWE HOCUTENU WMHMOPMaLMK, TakMe Kak drewka, AUCK uam dann u3 UHTepHeTa, TOMbKO M3
NpOBEPEHHbIX NCTOYHWKOB;

7. He oTkpbiBail KOMMbIOTEPHblE dainbl, MOSyYEHHble U3 HEHaAEXHbIX MCTOYHMKOB. [axe Te dainbl, KoTopble
npucnan TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsa nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - 3T0 He BuA nNepegayn AaHHbIX, HE TEXHONOrMS, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay HuaepnaHackas
KOMMNaHus 3apermnctpuposana 6penag "WECA", uto o603Hauyano cnosocoyeTtaHue "Wireless Fidelity", koTopbili nepesoanTcs
kak "6ecnpoBoaHas TOMHOCTL". [JO Hawero BpeMeHn aolwna aApyras abbpesmaTtypa, KOTopas SBAAETCSA TaKOM e TEXHOOrnen.
OT10 abbpesmaTypa "Wi-Fi". Takoe Ha3BaHue 6bI10 A4aHO C HAMEKOM Ha CTaHAapT BbiCLel 3BYKOBOW TeXHWKkW Hi-Fi, 4yto B
nepesoge oO3HayaeT "BblcOKas TOYHOCTb". [a, 6ecnnaTHbii MHTEpHEeT-AO0CTYNn B Kade, OTensax M asponoprax sBAseTcs
OT/INYHOWN BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrme akcnepTbl cyuTatoT, 4To obwenoctynHble Wi-Fi ceTn He aBnsatoTcs
6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTM paboTbl B o6uwenoctynHbix cetax Wi-fi:

1. He nepepaBai CBOK NMN4YHYIO MHPOpMaumio Yepes obwenoctynHbole Wi-Fi ceTn. PaboTasa B HUX, XenaTenbHO He
BBOAMTb NMaposM AOCTyMNa, NOMMHbI U Kakue- TO HoOMepa;

2. Wcnonb3yit n o6HOBNAN aHTUBUPYCHbIE NporpaMMmbl U 6paHaMayep. TeM cambiM Tbl o6e3onacuilb cebs OT 3aKauyku
BUpYyCa Ha TBOe YCTPONCTBO;

3. Mpu ncnonbzosaHmn Wi-Fi oTknoumn dyHkumio "O6wnin goctyn K dannam m npuHtepam”. laHHas dyHKUMS 3aKpbiTa
Nno yMOAYaHWIO, OAHAKO HeKOoTOopble MOJib30BaTeNN aKTUBUPYIOT ee Ans yaobcTeBa mcnosb3oBaHus B pabote wam
yuebe;

4. He ucnonb3yi nybnmuHein WI-FI ana nepefaym NMYHbIX AaHHbIX, HANpUMep 415 BbiXxo4a B COUMabHblE CETU UK B
3M1EKTPOHHYIO NOYTY;

5.  Wcnonb3yi ToNbKO 3almLeHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e. npu Habope Beb6-aapeca BBOAM MMEHHO
"https://";

6. B MobunbHOM TenedoHe oTkMOUM PyHKumo "MMoakntoyeHne k Wi-Fi  aBTomatmuyeckn". He ponyckan
aBTOMaTM4eCcKoro noaknto4veHmns ycrporcrtea k cetam Wi-Fi 6e3 TBoero cornacums.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAST B Hally XW3Hb, MHOrMe ntoan paboTaloT M XMBYT TaM MNOCTOSAHHO, a B Facebook yxe
3aperucTpMpoBaH MUAAMapA YesioBeK, YTo SABMSETCS OAHOW CeAbMOI BCEX XWUTeNen niaHeTbl. MHorne nonb3oBaTenn He
NMOHMMAIOT, YTO UHGOPMaUNs, pa3MeLLeHHass UMW B COLMalibHbIX CETSIX, MOXET 6biTb HalileHa M UCNOoNb30BaHa KEM YrogHo, B
TOM yucne He obsi3aTenbHO € 61arMMmM HamepeHUsiMn.

OCHOBHbIe coBeTbl N0 6€30NacHOCTU B COLlMaJIbHbIX CeTAX:

[y

OrpaHuyb CNMCoK Apy3en. Y Tebs B Apy3bsX He AO/IKHO ObITb CNy4darHbIX U HE3HAKOMbIX NtoAei;

2. 3awmwan CBOK YacTHYH XW3Hb. He ykasbiBali naponu, TenedoHbl, agpeca, AaTy TBOEro poOXAEHUS U APYryk
JIMYHYI0 MHDOPMALMIO. 3/10YMBbILIEHHUKN MOTYT UCMOJIb30BaThb AaXe MHMOpMaLMIo O TOM, KaK Tbl U TBOU poaUTeNn
naHWpyeTe NpoBeCcTU KaHWKYIbl;

3. 3awmwan cBol penyTauumio - AEpPXW ee B 4YMCTOoTe M 3ajaBain cebe Bonpoc: xoTen 6bl Thbl, 4TOObI Apyrue
nonb30BaTeNn BUAENN, YTO Tbl 3arpyxaewws? Mogyman, npexae 4yem 4to-To onybnmMkoBaTb, HanNucaTb U 3arpy3uTb;

4. Ecnu Tbl roBopulb C NOAbMW, KOTOPbIX HE 3Haellb, He MWCMOJSb3yl CBOE peasibHOe UMS U APYrYH JINYHYIO

MHpOPMaUNN: UMS, MECTO XMUTENbCTBaA, MeCcTo y4yebbl U npoyee;



N3berait pasmewenmns dotorpaduin B UIHTEpHETe, rae Tbl M306paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO ONpeaennTb
TBOE MECTOMOJIOXEHUNE;

Mpwn perncrtpaunmn B coumanbHOM CETU HEO6XO0AMMO UCMONb30BaTh CNOXHbIE MAPOSN, COCTOSILLME U3 BYKB U LUNDP U
C KONIMYECTBOM 3HAKOB HE MeHee 8;

Ona coumanbHOW CeTU, MoYTbl U APYrMX CalToB HEO6XOAMMO WCMONb30BaTb pasHble naponu. Toraa ecnu Tebs
B3/1I0MatoT, TO 3/I0YMbILWNEHHUKN NOyYaT AOCTYN TOSIbKO K OAHOMY MECTy, @ He BO BCe cpasy.

3neKTp0HHb|e A€HbIrn

DNEeKTPOHHbIE AEHbIM - 3TO OYeHb YA0BHbIM CNOCO6 nMnaTexen, 0AHAKO CYLECTBYIOT MOLIEHHWUKWN, KOTOPbIE XOTAT MONMYyYUTb
35TW AEHbIN. DNEKTPOHHbIE AeHbMM MOSIBUIUCL COBCEM HEAaBHO M UMEHHO M3-3a 3TOro BO MHOIMX FoCyAapcTBax A0 CUX Mop
He NponucaHo Npo HUX B 3aKOHaXx. B Poccuu e oHU PYHKUMOHWUPYIOT U O HUX YXKEe MPOMMCaHO B 3aKOHe, FAe UX pasaenstoT
Ha HeCKOJIbKO BWAOB - @aHOHWMHbIE U HE @aHOHUMHblE. PasHuLUa B TOM, YTO @aHOHWMHbIE - 3TO Te, B KOTOpbIX pa3pellaeTrcs
npoBoAUTbL ornepaunn 6e3 uaeHTMdMKaUMM NONb30BaTens, a B HEAHOHUMHbIX WAeHTUdMKaUMs Mofb3oBaTens sBNseTcs
obs3aTenbHoOl. Takxe cneayeT pasfMyaTb 3S/EKTPOHHblE @uUaTHble AeHbrM (paBHbl OCYAApCTBEHHbIM BanlTaM) WU
3NEKTPOHHbIE HedUaTHblE AeHbrM (He paBHbl FOCYAapPCTBEHHbIM BasoTaM).

OcHOBHble coBeTbl Mo 6e3onacHoi pa6ore C 3/IeKTPOHHbIMMN AA€HbraMm:

MpuBsHXKN K cHETYy MOBUNbHBIA TenedoH. 3TO caMbli YAO6HbIA U BbICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYM K CYETY.
MpuBsA3aHHbI TenedoH NOMOXET, ecnn 3abyaellb CBOM NNaTeXHbIW Napoab UM 3alellb Ha CauT C HE3HaKoOMOro
YCTPOWCTBa;

Mcnonb3yin oaHopa3oBble naponu. [ocne nepexofa Ha yCueHHY aBTopu3auuio Tebe yxe He 6yaeT yrpoxaTtb
OMacHOCTb KpaXn UaM nepexsaTta NaaTexXHoro napons;

Bbibepn cnoxHbii naponb. MpecTtynHukam 6yaeT HE NpoOCTO yrajaTb CNOXHbIN naposb. HagexHble naponu - 310
naposn, KOTopble CoAaepaT He MeHee 8 3HAKOB M BK/OYAIOT B cebsd CTpoYHble U MPONUCHble 6yKBbl, LNDPLI U
HECKO/IbKO CMMBOJIOB, Takme Kak 3HaK gonnapa, dyHTa, BockamuaTeNbHbIM 3Hak 1 T.n. Hanpumep, $tRONg!;;

He BBOAM CBOM NMYHbIE AAHHbIE HA CalTaxX, KOTOPbIM HE AOBEpseLlb.

DsIeKTPOHHAaA nouTa

3J'IeKTp0HHa$| no4yTa - 3TO TEXHONOMrMA U NpeaoctaBageMble €0 YCNyrm no nepecblyike N NoNy4YEHUIO 1EKTPOHHbIX coobuieHni,
KOTOpblEe pacnpenendaTca B KOMI'IbPOTepHOIZ cetn. O6blYHO 3J'|eKTp0HHbIl71 NOYTOBbIN AWMK BbIFNSANT cnepywwmnm 06pa30M:
MMSA_MNoNnb3oBaTena@umsa_aomeHa. Takxe KpoMe nepeaayun npocTtoro TeKCta, MMeeTca BO3MOXHOCTb nepeaaBaTb Cbal‘/il'lbl.

OCHOBHbIE COBeTbl N0 6e30nacHoi pa6oTe C 3/IEKTPOHHOMN NOYTO:

Hago Bbi6bpaTb NpaBwWibHbIA MOYTOBbLIN CepBUC. B WHTepHeTe eCcTb OrpoMHbii BblI6Op 6ecnnaTHbIX MNOYTOBbIX
CepBMCOB, OAHAKO Nyylle AOBEPSATb TEM, KOrO 3Haellb W KTO NepBbli B peiTUHrE;

He ykasbiBaii B NWYHOM nouTe NU4YHyto nHdbopmaumio. Hanpumep, nydie Bbi6paTh "My3blKanbHbIN_daHaT@" nnun
"pok2013" BmecTo "Temal3";

Mcnonb3yi AByx3TarnHy aBTopu3auunto. 3To Korga noMMMO Naposis HYXXHO BBOAMTb KOA, MpUCbInaeMblii no SMS;
Bbi6epu CcnoXxHbI naponb. NS KaXxAaoro no4vToBOro fuwimka AosxeH 6biTb CBOM HAAEXHbIN, YCTONYMBBIN K B3/10MYy
naposb;

Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOM IMYHbIA BOMPOC, UCMOJSb3YN 3Ty BO3MOXHOCTb;

Mcnonb3yi HECKObKO MOYTOBBIX ALWNKOB. [epBblil A5 YAaCTHOW Nepenuncku C agpecaTaMmum, KOTOPbIM Tbl AOBEpsellb.
OTO 3NEeKTPOHHbIN agpec He HaZo UCMOb30BaTb NPU perncTpaummn Ha dopymax n cantax;

He oTkpbiBai dainbl U Apyrve BOXKEHUS B MUCbMaX, AaXKe eCIn OHW MPULLAKN OT TBOMX Apy3ei. Jlydwe yTouHu y
HWUX, OTNPaBAANN NN OHW Tebe 3T dannbl;

Mocne okoH4yaHuWs paboTbl Ha MOYTOBOM CepBMCE MNepes 3aKpbiTUEM BKAaAKM C CalNTOM He 3abydb HaxaTb Ha
"BbIATI".

Kn6ep6ynnumHr nnm BupTtyasnbHoe uspesartenbCTBO

KnbepbynnuHr - npecnegoBaHue coobuieHnaMU, coaepxalmMmm ockopbneHus, arpeccuto, 3anyrmpaHue; XyJuMraHcTBoO;
coumnanbHoe 60MKOTMPOBaHUE C MOMOLLLIO Pa3INYHbIX UHTEPHET-CEPBUCOB.

HwnN

OCHOBHble coBeTbl N0 60pb6e c knbep6bynMHrom:

He 6pocaica B 6014. Jlydwmnini cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eC/IN HET TOro, K KOMY MOXHO 06paTuTbCs,
TO BHavane ycrnokouTbcsi. Ecnm Tbl HayHelwb OTBEYaTb OCKOP6MAEHUSAMU Ha OCKOp6ieHUs, TO TONbKO eule 6osnblue
pa3soxxelwb KOHMOANKT;

Ynpasnsn ceoen knbeppenyTtauuen;

AHOHWMHOCTb B CETU MHUMasi. CyLLeCcTBYHOT CNOCo6bl BbISCHUTb, KTO CTOMUT 3@ @aHOHWMHbIM aKKayHTOM;

He cTouT BecTn XynuraHckuii obpas BUpTyasbHOW XW3HWU. NHTepHeT duKcMpyeT BCe TBOU AEACTBUS U COXpaHsieT
nx. Yaanutb nx 6yaeT KpariHe 3aTpyAHUTENBHO;

Cobnofai CBOK BUPTYaslbHYK YeCTb CMOJIOAY;

WUrHopupyi eauHu4HbI HeraTme. OaHOpa3oBble OCKOPOUTENbHblE COO6WeEHUS nydwe urHopmpoBaTb. O6bIYHO
arpeccusi npekpallaeTcsl Ha HavyanbHOW cTaauu;

BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COOOLUEHMSMU, B COLMANIbHbIX CETSX €CTb BO3MOXHOCTb
6/10KMPOBKM OTNpPaBKU COOBLLEHWNI C ONpeaeneHHbIX aapecos;



8. Ecnun Tbl cBnaetens KVIGEDGYJ'IJ'IVIHFa. TBOUW AencTBuA: BbICTYNMUTb NPOTUB NpecnenoBaTtensid, nokasaTb €My, 4YTO ero
OEeNCTBUSA OLEHUBaTCS HEeratuBHO, NoAAepXaTb XepPTBY, KOTOpOVI HY>XHa ncuxosornyeckasa nomMoulb, coobwnTb
B3pOC/ibIM O CbaKTe arpeccmMBHoOro noBeaeHMsa B CETU.

Mo6unbHbIli TenecdoH

CoBpeMeHHble CMapT@OHbI W MaHWeTbl coAaepxaT B cebe BnosHe B3pOC/bIA (YHKUMOHaN, U Tenepb OHWM MOryT
KOHKYPUpOBaTb CO CTaLUMOHapHbIMKU KOMMbloTepaMu. OAHAKO, CPeacTB 3almTbl A1 NOAOOHbLIX YCTPOMUCTB NoKa OYeHb Marno.
TecTupoBaHWe 1 MOUCK YSA3BUMOCTEN B HUX MPOUCXOANT HE TaK MHTEHCUMBHO, Kak Ans MK, To xe camMoe KacaeTcs n MObUNbHbIX
npunoxeHuii. CoBpeMeHHble MobubHble 6pay3epbl yXKe MpakTUYecKn AOrHaaAW HacToJIbHble aHanorn, o4HaKko paclimpeHune
dyHKUMOHaNa BneyveT 3a coboi 60/bLIYI0 COXKHOCTb Y MEHbLUYIO 3aLLMLLEHHOCTb. [laneko He BCce MPOU3BOAUTENN BblMyCKalOT
06HOBMEHMS, 3aKpblBaOLWMe KPUTUYECKME YSA3BUMMOCTW AN CBOMX YCTpoOMcTB. OCHOBHble coBeTbl AN 6e30nacHOCTU
MobunbHOro TenedoHa: Huyero He ABNSETCA No-HacToslweMy becnnaTHbIM. Byab ocTopoxeH, BeAb koraa Tebe npegnaratoT
6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbl Kakue- To nnaTHble ycayru; [lyman, npexae yem otnpasuTb SMS, ¢doTo nnm
BMAeo. Tbl TOYHO 3Haelb, rae oHW 6yayT B KOHe4YHOM uTore? Heob6xoauMMo O6HOBASATbL OMEPALMOHHYIO CUCTEMY TBOEro
cmapTdoHa; Ncnonb3yin aHTUBMPYCHbIE NporpaMMbl AN MOBUIIbHLIX TenedoHOB; He 3arpyxan NnpuaoxKeHns ot HEM3BECTHOro
MCTOYHMUKA, Belb OHN MOTYT coAepXaTb BpeAOHOCHOe NporpaMMHoe obecneyeHune; lMNocne Toro Kak Tbl BblAELWb C canTa, rae
BBOAMN JIMYHYIO MHDOPMaLMo, 3aiManM B HacTporiku 6pay3sepa n yaanu cookies; MNepuoanyeckn nposepsin, Kakue nnatHble
YCNyru akTMBMpOBaHbl Ha TBOEM HoMepe; [laBalt CBOM HOMep MO6uNbHOro TenedoHa TOMbKO MASAM, KOTOPbIX Tbl 3HaelWb U
KOMYy foBepsellb; Bluetooth gomkeH 6biTb BbIKAOYEH, KOrAa Thl UM HE Nonb3yelbcs. He 3abbiBalt MHOrAa NpoBEpPsiTb 3TO.

Online urpsbl

COBpeMeHHbIe OHJ'IaI7IH-MprI - 3TO KpacCo4Hbl€, 3axXBaTbliBalOlWMe pa3BieHeHUd, obbeanHsaoWmMe COTHM ThICAY YenoBek no
BCEMY MUpPY. Nrpoku nccnepytot OAHHbIA UM MUp, obwatorcsa APYyr C ApYyroM, BbIMOMAHAIKT 3a4aHNA, CpaXXakTca C MOHCTpaMu
M Nnosly4yaroT onbIT. 3a YAOBO/IbCTBME OHW NNATAT: NOKYyNnakT AUCK, OonavymBaloT aboHeMeHT nam I'lpMOGpeTaIOT Kakune-to
onumun. Bce 3TK cpeacTteBa nAayT Ha NoAAepXaHWE U pa3BUTUE UMPbl, @ TakKXe Ha camy 6e3onacHoOCTb: COBEPLIEHCTBYHIOTCA
CUCTEMbl aBTOpM3auunKn, BbIMNYCKakTCA HOBblE MaT4yu (LlMCprBbIe 3anfatkn Ansa nporpaMM), 3aKpbIBaOTCA YA3BUMOCTU
cepsepoB. B noAo6HbIX nrpax CTouT onacaTbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXn TBOEro naponda, Ha KOTOpoM
OCHOBaHa cucTteMa aBTopusaunmn 6onblMHCTBa urp.

OCHOBHble coBeTbl N0 6e30NacHOCTM TBOEro UrpoBOro akKkKkayHrta:

Ecnv apyrov urpok Beaet cebsi naoxo nam cosgaet Tebe HENpUSTHOCTU, 3a6IOKUPYI ero B CMUCKe UrPOKOB;
Moxanyncs aAMUHUCTpaToOpaM Wrpbl Ha MJIOXOe MOBEeAEHWE 3TOr0 Urpoka, >XenaTesflbHO MPWUIOXUTb Kakue-To
JAoKasaTenbCTBa B BUAE CKPUHOB;

He yka3sbiBali NM4Hy0 nHdopmaumio B npodarine urpsol;

YBaxaW Apyrux y4acTHUKOB MO Urpe;

He yctaHaBnvBai HeoduLUmManbHble NaTyn U MoAbl;

Mcnonb3yi cnoxHble U pasHble Naposu;

[axe BO BpeMsi Urpbl He CTOUT OTKJIOYaTb aHTUBMPYC. MoKa Tbl Urpaellb, TBOW KOMMNbIOTEP MOryT 3apasuThb.

N =

Nounhksw

@ULLIMHI UK KpajXXa JINYHbIX AAaHHbIX

O6bIYHO Kpaxel [AeHer UM [AOKYMEHTOB CerofHs YyXe HWKOro He YyAMBWLWb, HO C PasBUTUEM WHTEPHET-TEXHOOoruni
3/10YMbILWNEHHWKM NepeMeCcTUINCh B UHTEPHET, N NPOAOXKAKOT 3aHUMaTbCs "ntobumbiM" aenom. Tak nosiBMNack HoBas yrposa:
WHTEPHET-MOLWEHHNYEeCTBa MM UWIKUHF, FNaBHas Leflb KOTOPOro COCTOMT B MOMYYEeHWW KOHdbUAeHUManbHbIX AaHHbIX
nosnb3oBaTenen - NOrMHOB M naponen. Ha aHrnuickom asbike phishing unMtaetcsa kak guwuHr (ot fishing - peibHasa nosns,
password - naponb).

OCHOBHble coBeTbl N0 60pbbe ¢ hUNHIrom:

1. Cnean 3a cBOoMM akkayHToM. Ecnu Tbl nopgospeBaelb, 4YTO TBOS aHkeTa Oblna B3/loMaHa, To HeobxoauMo
3abnokmpoBaTb ee U CoobWMTb aAMMHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKopee;

2. WNcnonb3yii 6e3onacHble Be6-caiTbl, B TOM YMCNe, MHTEPHET-MarasnHoB U MOUCKOBbLIX CUCTEM;

3. Wcnonb3yii crioxkHble U pasHble naponu. TakuMm obpa3oM, ecnn Tebsi B3/IOMalT, TO 3/10YMbILUAEHHWKX MonyyaTt
AOCTYN TOMIbKO K OAHOMY TBOEMY Mpodu/io B CETU, a He KO BCEM;

4. Ecnu Tebs B3nomanu, To Heo6xoAMMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble fo6aBreHbl y Tebs B Apy3bsiX,

0 TOM, YyTo Tebs B3NOManu M, BO3MOXHO, OT TBOEro MMeHW 6yaeT paccbinaTbCs CrMaM U CCbIKM Ha UWNHIOBbIE

canThbl;

YctaHoBKM HagexHbIn naponb (PIN) Ha MOBunbHbIN TenedoH;

OTKNOUYM coXpaHeHue napons B 6pay3epe;

He oTkpbiBali ainbl u gpyrue BAOXEHUS B NMUCbMax, AaXe €C/IM OHWU MPULLM OT TBOUX Apy3ei. Jlyylue yToUYHU y

HWUX, OTNPaBANN NN OHW Tebe 3Tn dannbl.

Nou

LUndpoBas penyrauumna

LndpoBas penyTtaums - 3To HeraTuBHasi Uy no3uTuBHasi UHdopmMauns B cetn o Tebe. Komnpometupytowas nHbopmauus,
pa3MelleHHas B MHTEPHeTe, MOXET Cepbe3HbiM 06pa3oM OTPa3nUTbCS Ha TBOEW peanbHoN Xu3Hu. "Undposas penyTtaums" -
3TO TBOM WMMWUAX, KOTOpbIA dopMupyeTcs M3 MHpopmaumm o Tebe B MHTepHeTe. TBOE MECTO XUTeNbCTBa, yyebbl, TBOe
(p1HaHCoBOe MosoXeHME, OCOBEHHOCTM XapaKTepa W pacckasbl O 6/M3KMX - BCE 3TO HakanivBaeTcss B ceTu. MHorue
NMOAPOCTKN JIEFKOMbIC/IEHHO OTHOCSATCA K Ny6nvKauuu JMYHOW WHdOpMaumMm B WHTEpHETe, He MOoHMMasi BO3MOXHbIX
nocneacTeuin. Tbl Aaxke HE CMOXELb AorafaTbCsl 0 TOM, UTo poTorpadus, pasMeLleHHas 5 neT Hasag, ctana NpUYMHON oTkasa



NpuHsATL Tebs Ha paboTy. KoMMeHTapuu, pasmelleHue TBoux doTorpaduini u Apyrne AencTBUS MOFYT HE UCYE3HYTb Aaxe
rnocne Toro, Kak Tbl UX yAanauvub. Tbl HE 3Haellb, KTO COXpaHuUn 3Ty MHdOpMaLUMIo, nonana v oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWnacb /1M OHa, a rnaBHOE: 4YTO MnoAyMalT o Tebe oKpyXawlwue Nau, KOTopble HaWayT M yBUMAAT 3To. HalTu
MHdOPMaLMIO MHOIO NEeT CMyCTs CMOXEeT No6oi - Kak 13 Aobpbix No6YXAEHWA, Tak U C HAMEPEHWEM MPUUYUHUTL Bpea. ITO
MOXET 6bITb KTO YroZHO.

OCHOBHbIEe COBeTbl No 3awmTte undpoBoi penyTauuu:

[ury

Moaymait, npexxae yeMm 4yTo-To Ny6NMKOBaTbL U NepeaasaTb y ceba B 610re nnn B counanbHON cetun;

2. B HacTpoiikax npoduas ycTaHOBM OrpaHUYeHUs Ha NpOCMOTP TBOEro npoduis U ero CoAepXuMoro, caenam ero
TonbKO "Ans Apysen”;

3. He pa3mewan n He ykasbiBail MHHOPMaALMIO, KOTOPAs MOXET KOro-nnb6o ockopbnsatTe nnu obuxaTts.

ABTOpCKOE npaBo

CoBpeMeHHbIe LWKOMbHUKN - aKTUBHble Mofb30oBaTenu UMbpPoBOro npocTpaHcTBa. OAHAKO Aaneko He BCe 3HalT, 4To
Nonb3oBaHME MHOTMMWU BO3MOXHOCTAMM LM POBOro Mupa TpebyeT co6MoAeHUst NpaB Ha UHTENNEKTYalbHY0 COGCTBEHHOCTb.
TepMuUH "MHTennekTyanbHas CO6CTBEHHOCTb" OTHOCWUTCS K PasfiMyHbIM TBOPEHUSIM YENOBEYECKOro yMa, HauyuHas C HOBbIX
n306peTeHnit U 3HaKkoB, 0603HaYaloLWLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCNYru, U 3aKkaHyuMBas kHuramu, dotorpacduamu,
KUHOMUIbMaMU U My3blKalbHbIMW NPOU3BEAEHUSIMU. ABTOPCKME NpaBa - 3TO NpaBa Ha MHTENEKTyaNbHYH CO6CTBEHHOCTb Ha
Npou3BEAEHUS HayKu, NuWTepaTypbl W WCKyccTBa. ABTOPCKME MpaBa BbICTYMalOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNEKTYasbHbIN/TBOpUYECKMiA TpyA aBTopa He 6yAeT HanpacHbIM, JAacT eMy CnpaBeAnMBble BO3MOXHOCTU 3apaboTaTbh Ha
pesynbTaTax CBOEro Tpyaa, Nosyy4nTb U3BECTHOCTb U NpU3HaHue. HUKTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTb
ero npousBeaeHne, pacnpocTpaHaTb, Ny6AMYHO AEMOHCTPUPOBATL, NMPoAaBaTb, MMNOPTUPOBATL, NMyCcKaTb B NPOKaT, My6nMYyHO
MCMONHATb, NOKa3blBaTb/UCMONHATL B 3pUpe nam pasMmewatb B MHTepHeTe. Wcnonb3oBaHue "MupaTckoro” nporpamMMHOro
obecrneyeHns MOXET NPUBECTU K MHOMMM pUCKaM: OT NOTepU AaHHbIX K TBOMM akkayHTam A0 6/10KMPOBKM TBOErO YCTPOICTBa,
rae yctaHoBneHa HenerasbHas nporpaMma. He cTtouT Takxke 3abblBaTb, YTO CYLIECTBYIOT ferajnbHble M 6ecnnaTHble
NporpaMmMmbl, KOTOPblE€ MOXHO HaWTN B CETU.

O nopTtane CeTeBUYOK.pd - TBOW MNaBHbIN COBETYUK B CETU. 34ECh Thl MOXELLb Y3HaTb 0 6€30MaCHOCTU B CETU MOHSATHbLIM U
[OCTYMHbIM A3bIKOM, @ NMPU BO3HUKHOBEHWU KPUTUYECKOW CUTyauun o6paTUTbCs 3@ COBETOM. A TakXe MPUHSATb yyacTue B
KOHKYpCax 1 cTaTb CaMbiM LUMPPOBbLIM rpaxxaaHUHOM!

NAMATKA 41151 POAVUTENEA O6 UHOOPMALIMOHHO BE3OMACHOCTU AETEN

OnpepeneHve TepMuHa "nHdopmaumoHHas 6esonacHocTb aeTen" cogepxutca B ®eaepanbHoM 3akoHe N 436-3 "O 3awmte

neten oT MHGOpMaunmn, NPUUYMHSIOWEN Bpes UX 340POBbI0 U Pa3BUTUIO", PeryiMpyowmnm OTHOLWEHUS, CBSI3aHHble C 3aLluToMn
neTen oT MHdOpMaLMKN, NPUUNHSIOLWEN Bpea UX 340p0Bbio 1 (Mnn) pa3suTuio. CornacHo AaHHOMY 3aKoHy "MHdOopMaunoHHas
6e3onacHoCTb AeTten" - 3TO COCTOSHME 3alMLEHHOCTW, MpPU KOTOPOM OTCYTCTBYET PWCK, CBSA3aHHbIN C MNPUYMHEHWEM
nHdbopmaumern sBpega nx 340poBbio U (Mn) GU3MYECcKoMy, NCUXMYECKOMY, AyXOBHOMY, HPABCTBEHHOMY pasBUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-03 nHdbopmaumelnn, NpuymHsOLWEen Bpes 340p0Bblo U (MKN) pa3BUTUIO AeTeN, SBNSeTCS:

nHdbopmaums, 3anpeleHHas Ans pacrnpocTpaHeHUs cpeaun aeTten;

nHdbopmaums, pacnpocTpaHeHne KOTOPO OrpaHUYeHOo cpeaun AeTen onpeaeneHHblX BO3pacTHbIX KaTeropum.

K nHdopmaumm, 3anpeleHHon Ans pacnpocTpaHeHns cpean aeTen, OTHOCUTCS:

nHdbopmaumsa, nobyxapawowas neTed K COBEpLIEHWUO AEWCTBUIN, NPeACTaBnAlWMX Yrpo3y MX XU3HU U (Man)
3[40pOBblO, B T.Y. NPUYMHEHUIO Bpeaa CBOEMY 340POBbl0, cCaMOybUINCTBY;

5. cnocobHOCTb BbI3BaTb Yy [AeTel XenaHuve ynoTpebuTb HapKoTMYecKuMe CpeacTBa, MNCUXOTPOoMHble u  (Mnn)
oAypMaHuBatlolWme BellecTBa, TabauHble U3[eNWsi, anKorofbHYK W CnupTocoAepiKallytd MpPOAYKLUMIO, MUBO U
HanWTKW, WU3roTaB/MBaeMble Ha €ro OCHOBE; MPWHATb yyYacTue B asapTHbIX Wrpax, 3aHMMaTbCs MPOCTUTYLUMEW,
6poAsYKHNYECTBOM UM NOMNPOLIANHNYECTBOM;

oboCHOBbIBaOWAnA WMAX onpasabiBatolas [OMYCTUMOCTb HacuiamMs u (Mnamn) Xectokoctn nmbo nobyxaatowas
OCYLLEeCTB/IATb HACU/IbCTBEHHbIE AECTBUS MO OTHOLUEHUIO K JIIOASIM U XXUBOTHbIM;

oTpuuaoLlwas ceMenHble LEHHOCTU U (hopMUpYyoLLas HeyBaXeHne K poanuTenam n (Unm) ApyruMm 4YneHam CeMbu;
onpasablBatollas NpoTMBONpaBHOE NoBeAeHUE;

coaepxallas HeueH3ypHyto 6paHb;

0. copepxalas nHbopMaumno nopHorpadmyeckoro xapakrepa.

PLNE

o

S0 oN

K MHdOpMaumMmn, pacnpocTpaHEHNE KOTOPOW OrpaHNYEHO Cpean AeTei onpeaesieHHOro Bo3pacra, OTHOCKTCS:

1. wuHdopmaums, npeacTaBnsieMas B BuAe M300paxeHUs WM ONUCAHUS XKECTOKOCTU, dusmyeckoro u (unm)
NMCUXUYECKOr0 HAaCUNNsi, NPECTYNIEHUst UM MHOTO aHTUO6LLECTBEHHOIO AECTBUS ;

2. Bbi3blBalowWas y AeTei CTpax, yXac WU MaHuKy, B T.4. NpeacTasfisieMasl B BUAE U306paKeHUst uam onucaHus B
YHUXaKLWeNn YyenoBeyeckoe AOCTOMHCTBO ¢oOpMe HeHacUIbCTBEHHOW cCMepTu, 3aboneBaHusi, caMoybuiicTsa,
Hec4yacTHOro cryyasi, asapumn unu katactpodbl 1 (MIK) UX NOCIEACTBUN;

3. npeacTasnsieMasi B BUAe U306paxkeHus UM onmucaHusi NooBbiX OTHOLIEHUI MEXAY MY>XUUHOW U XEHLLMHON;

4. copaepxawasa 6paHHble CI0Ba U BbIpaXXE€HUS, HE OTHOCSLLMECS K HeLeH3ypHOI 6paHu.

C yuetoMm 3T0ro Bam npeanaratoTcsi npasuna paboTbl B ceTu VIHTEpHET ANs pasfvyHbIX BO3PacTHbIX KaTeropuii, cobnoaeHve
KOTOPbIX NO3BOMUT 06ecneynTb MHPOPMaLMOHHYIO 6€30NacHOCTb BallMX AETEN.


http://сетевичок.рф/

O6wmMe npaBunia gns poautenen

Hesasucumo oT Bo3pacTta pe6eHKa VICI'IOJ'IbByIZTe nporpamMmMHoe 06ecnequMe, noMorawuiee CbVIJ'IprOBaTb N KOHTPOJZINpOBATb
VIHCbOpMaLI,VIlO, HO He nonaramTecb MOMHOCTLIO Ha Hero. Bale BHMMaHMe k pe6eHKy - rNaBHbIN MeToA 3aLUuThl.

Ecnu Baw pebeHok MMeeT akkayHT Ha OAHOM U3 coumanbHbix cepBucos (Livelournal, blogs.mail.ru, vkontakte.ru n
T.M.), BHUMATENbHO U3yuunTe, KaKyto MHHOPMaLIMIO MOMELLAIOT ero y4acTHUKM B CBOMX Npoduasx u 6norax, Bkatoyas
doTorpacdumn n Buaeo.

MpoBepbTe, C KAaKNMW APYrMMK CaiTaMKn CBSI3aH coLManbHbI cepBuc Bawero pe6eHka. CTpaHuukn Balwwero pebeHka
MOryT 6bITb 6€30MmacHbIMW, HO MOTYT W COAEpXaTb CCbIIKM Ha HeXenaTeNbHble U OnacHble cawTbl (Hanpumep,
NOPHOCANT, NN CAlT, Ha KOTOPOM APYr YNOMWHAaeT HOMep COTOBOro TenedoHa Bawero pebeHka nnn Baw gomMaliHnin
aapec)

MoowpsaiTe Bawwnx aetei coobwats 060 BCEM CTPAHHOM MMM OTTaSIKMBAKOLWEM U He CAULIKOM OCTPO pearupyiTe,
KOrAa OHM 3To AenatoT (M3-3a onaceHus noTepsiTb AOCTYN K MHTEpHEeTy AeTU He roBOpsT poauTensM o npobnemax,
a TakXke MOryT HayaTb UCMosb30BaTb IHTEPHET BHE AOMa M LWKOAbI).

ByabTe B Kypce ceTeBOM »U3HWM Bawero pebeHka. VHTepecyiTecb, KTO UX Apy3bsi B WHTepHET TakK Xe, Kak
MHTepecyeTecb peanbHbIMU APY3bIMU.

Bo3pacT ot 7 o 8 ner

B WHTepHeTe pebeHOK CTapaeTcsi NOCETUTb Te UM UHble CaliTbl, @ BO3MOXHO M YaTbl, pa3pelleHne Ha nocelleHne KoTopblxX
OH He nmonyyun 6bl OT poauTenei. MoaToMy poauTensaM ocobeHHO Mosie3Hbl 6yayT Te OTYeTbl, KOTOpble MPefoCTaBAsTCS
nporpaMMaMu rno orpaHUYeHnto NCNonb3oBaHUs MHTepHeTa, T.e. POAUTENbCKUI KOHTPOSb UK TO, YTO Bbl CMOXETE YBUAETb
BO BPEMEHHbIX dainax. B pesynbTaTe, y pebeHka He 6yAeT OLyLIEeHNS, YTO 3@ HUM BeAETCS MOCTOSIHHbIW KOHTPOJb, OAHAKO,
poauTenu 6yayT No-npexHeMy 3HaTb, Kakue caWTbl mocelaeT ux pebeHok. [leTu B AaHHOM Bo3pacTe 06/1aAaloT CUIbHbIM
YyBCTBOM CEMbW, OHW AOBEPYMBbLI U HE COMHEBAIOTCS B aBTOpUTeTax. OHWU NO6SAT UrpaTb B CETEBbIE UIPbl U MyTelecTBOBaTb
no MHTepHeTy, UCNoJb3ysl SNEKTPOHHYIO MOYTY, 3aX0ANTb Ha CalTbl U YaTbl, HE PEKOMEHAOBAaHHbIE POAUTENSMMU.

CoBeTbl No 6e3onacHocTu B ceTn HTepHeT Ana aetein 7 - 8 ner:

Co3palite CNUCOK AOMALLUHUX npasuia noceweHna VIHTepHeTa nNpu y4yactum neten n Tpe6y|?1Te €ro BbINOJIHEHUA. ,

bl N

12.

13.

TpebyitTe oT Bawero pebeHka cobnofeHns BPEMEHHbIX HOPM HaX0XAEHWUs 3a KOMMbIOTEPOM. MNMokaxute pebeHky,
yTo Bbl HabnoaaeTe 3a HUM He NOTOMY YTo Bam 370 XouyeTcs, a moToMy 4To Bbl 6ecnokonTech 0 ero 6e30nacHoOCTM
1 BCerga rotoBbl €My MoMOuYb.

KomnbtoTep ¢ noaktoyeHneM Kk MHTepHeTY JO/KeH HaXxoAUTbCs B 06Leil KOMHaTe nog NpUCMOTPOM poanTenew.
Mcnonb3yiTe cneumanbHble AETCKME MOUCKOBbIE MaLUMHbI.

Mcnonb3yiTe cpeactsa 610KMpoBaHUS HexXenaTenbHOro KOHTEHTa Kak A0MN0/IHEHWE K CTaHAapTHOMY PoanTenbckomy
KOHTPO/H0.

Co3paliTe CeMeNHbI 9NeKTPOHHbIN ALWKWK, YTO6bl HE NO3BONUTL AETSM UMeTb CO6CTBEHHbIe agpeca.

BnokunpyiiTe AocTyn K caiTtam ¢ 6ecnnaTHbIMM NOYTOBLIMU SLLMKAMU C NMOMOLLbI COOTBETCTBYIOLLENO NPOrpaMMHOro
obecneueHus.

Mpuyunte peten coBeToBaTbCA C Bamu nepes onybnukoBaHuem Kakoih- nmbo uHdoOpMaumm cpeacTsammu
3NEKTPOHHOM MOYTbI, YAaTOB, PErncTpaumoHHbIX OpM K Npodunen.

HayuuTe aeteli He 3arpyxaTb ¢ainbl, NporpaMMmbl UAM My3biKy 6e3 Ballero cornacus.

He paspewwalite AeTAM MCNONb30BaTb CNY>XXObl MTHOBEHHOro 06MeHa CoobLeHNAMU.

B "6enbi" cnMCoK CanToB, paspeLleHHbIX AN NOoCelWeHns, BHOCUTE TONbKO CaliTbl C XOpoLlern penyTaumen.

He 3abbiBaiiTe 6ecenoBaTb C AeTbMM 06 UX Apy3bAxX B VMIHTepHeTe, Kak ecnv 6bl peyb Wwna o Apy3bax B peanbHon
KU3HM.

He penanTte "Taby" M3 BOMPOCOB MNOMOBOW XW3HW, TaK Kak B MHTepHeTe AeTW MOryT Jlerko HaTKHYTbCSA Ha
nopHorpaduio nnun canTbl "ana B3pocnbix”.

MpuyumnTe Bawero pebeHka coobwaTte BaM 0 N06bIX Yyrpo3ax uan Tpesorax, cBsizaHHbIX ¢ MHTepHeToM. OcTaBaliTecb
CMOKOMWHbIMU U HamNoOMHWUTE AeTsIM, YTO OHW B 6e30MacHOCTM, eCcin caMu pacckasanu BaM O CBOMX TpeBorax.
MoxBanuTe MX U NOCOBETYNTE NOAOWTU elle pa3 B NoA0OHbIX Cny4yasx.

Bo3pacT gerteii ot 9 o 12 ner

B naHHOM Bo3pacTe AeTH, KaK NpaBu/o, YXKe Hac/blWaHbl 0 TOM, kakas MHdopMauus cyliecTyeT B MHTepHeTe. CoBEpLUEHHO
HOpMasibHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YC/blWaTb. MpyY 3TOM HYXHO MOMHWTb, YTO AOCTYM K HEXenaTesSibHbIM
MaTepuanaMm MOXHO Jierko 3ab1oKMpoBaTh Npy MOMOLM CPEACTB POAUTENBCKOrO KOHTPOJIS.

CoBeTbl No 6e30nacHOCTU AnsA aerteu ot 9 o 12 nert:

Co3galiTe CNMCOK AOMALWIHUX NpaBua noceweHns UHTepHeT Npu yyactum geten u Tpebyiite ero BbINMOSHEHUS.

[y

TpebyiTe oT Bawero pebeHka cobnoaeHNs HOPM HAXOXAEHUS 3a KOMMbIOTEPOM.

HabnwpaanTe 3a pebeHKOM npu paboTe 3a KOMMbIOTEPOM, NOKaXnTe eMy, 4To Bbl 6ecnokonTech 0 ero 6e3onacHoCcTn
1 BCerga rotoBbl OKasaTb €My MOMOLLb.

KomnbloTep ¢ noaknoveHmeM B VIHTEPHET A0/HKEH HaX0AMTbCs B obLel KoMHaTe noj NpUCcMOTPOM poauTenen.
Mcnonb3yiiTe cpeacTBa 610KMPOBaHUSA HeXeNaTebHOro KOHTEHTa Kak A0MOoSIHeHWe K CTaHAapTHOMY Poantenbckomy
KOHTPOJI0.

He 3abbiBaiiTe NpMHUMaTbL HEMOCPeACTBEHHOE yyacTue B Xu3HW pebeHka, 6ecenoBaTb C AeTbMU 06 MX ApPYy3bsX B
WHTepHeTe.



HacTtamBaliTe, 4TO6bI AETU HUKOrAA He COrnalanncb Ha IMYHbIe BCTPEUU C ApYy3bsMKU No UHTepHeTy.

Mo3BonsaliTe AeTsaM 3axoAnTb TONbLKO Ha canTbl U3 "6enoro" cnucka, KOTopblil CO34alTe BMECTE C HUMM.

Mpuyunte AeTer HUMKOrAa He BblAaBaTb JIMUHYIO WH@OPMAUUIO CpeaCcTBaMM 31EKTPOHHOW MOYThl, 4aToB, CUCTEM

MFHOBEHHOI0 06MeHa COObLEHNSIMU, PErMCTPALNOHHBIX (POPM, INYHBLIX NPOdUIEN U NPU perucTpauum Ha KOHKYpPCbI

B MIHTepHeTe.

9. [MpuyunTe peTeit He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHusi. O6bSCHUTE UM, UTO OHW MOFYT Cly4anHO
3arpysuTb BUPYCbl UKW ApYroe HexenaTtenbHoe NporpaMMHoe obecneyeHune.

10. Cozpaiite Bawemy pebeHKy OrpaHUYeHHYI0 yYeTHYI0 3anuncb Ansi paboTbl Ha KOMMblOTEpe.

11. MpwuyuunTe Bawero pebeHka coobLiaTb BaM 0 NOObLIX Yrpo3ax Uan TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM. HanoMHuTe
[eTaM, 4YTo OHM B 6€30MacHOCTU, eCn caMu pacckasanu BaM O CBOMX TPeBOrax U onaceHusix.

12. PacckaxwuTe geTsaM o nopHorpadum B MHTepHeTe.

13. HacrtauaiTe Ha TOM, 4TO6bl AE€TW NPeaoCTaBNANM BaM AOCTYN K CBOEN 3/1eKTPOHHOW no4yTe, 4Tobbl Bbl y6eamnucs,
4YTO OHW He 06LAKTCA C HE3HAKOMLAMM.

14. O6bACHMTE AeTSM, YTO HeNb3sl UCMOJIb30BaTb CETb ANA XY/MraHCTBa, pacnpoCTpaHeHUsl CAeTEeH UK yrpos.

®No

BospacT geteii ot 13 go 17 ner

B 3ToM BO3pacTte NOAPOCTKM AKTUBHO WCMOMb3YIOT MOUCKOBbIE MallWHbl, MOMb3YIOTCA 3/1EKTPOHHON MOYTOWN, chayxb6amu
MFHOBEHHOro o6MeHa coobLeHNAMN, CKaumBatoT My3biKy U PuUIbMbl. ManbymkaMm B 3TOM Bo3pacTe 6osblie No HpaBy CMeTaTb
BCE OFPaHUYEHUS, OHU XaxAayT rpyboro toMopa, azapTHbIX Urp, KapTUHOK "Ansa B3pocnbix". [leBouku npeanovmntatoT obwaTsea
B YyaTax, Npu 3TOM OHM ropasao 6onee YyBCTBUTESbHBI K CEKCyaslbHbIM AOMOraTefibcTBaM B MHTepHeTe. 3a4acTyio B JAHHOM
BO3pacTe poAUTENSIM YXe BECbMa C/I0XHO KOHTPOMPOBaTb CBOMX AETel, Tak Kak 06 MHTepHeTe OHU yXe 3HAlT 3HaYNTENbHO
6onblue cBonx poauTenei. TeM He MeHee, He oTnyCcKalnTe aeTel B "cBobogHoe nnaBaHme" no MHTepHeTy. CTapanTecb akTUBHO
yyacTtBoBaTb B 06ueHMn pebeHka B MHTepHeTe. BaxHO no-npexHeMy cTporo cobnoaatb npasuna MHTepHeT-6e30nacHOCTH -
cornaweHne Mexay poauvtensaMm u AeTbMu. Kpome TOro, HeobXxoAMMO KakK MOXHO uYalle npocMaTpusBaTb OTYETbl O
neaTenbHOCTU AeTei B MHTepHeTe. CneayeT o6paTnTb BHMMaHWe Ha HEO6XOAMMOCTb COAEPXaHWUS POAUTENIbCKUX Maponew
(naponer aAMMHUCTPATOPOB) B CTPOrOM CekpeTe n 06paTnTb BHUMaHME Ha CTPOroCTb 3TUX Naposen.

CoBeTbl No 6e30onacHOCTN B 3TOM Bo3pacTte ot 13 fo 17 ner:

Co3paliTe CNUMCOK AOMallHMX MnpaBua noceweHus WHTepHeTa npu yyaCcTum NOAPOCTKOB W TpebynTe 6e3ycrioBHOro ero
BblNoNHeHus. O6brosopute ¢ pebeHKOM CMMCOK 3anpeleHHblX canToB ("4epHbit cnucok"), yackl paboTel B UHTepHeTe,
pykoBOACTBO No obuieHnto B MIHTepHeTe (B TOM 4Yucne B yaTtax).

[y

KoMmnbloTep ¢ NoAKOHEHMEM K CeTU MIHTEPHET AO/DKEH HAaXOAMTbCS B obLiein KoMHaTe.

2. He 3abbiBainTe 6ecegoBatb € AeTbMU 06 UX APYy3bsxX B MIHTEpPHETE, O TOM, YeM OHM 3aHATbl TaknuMm obpasom, 6yato
peyb MAET 0 APY3bAX B peasibHOM Xn3HW. CnpalimBanTe O NOASX, C KOTOPbIMM AeTU 06LWatoTcst NOCpeaCTBOM CNyxX6
MrHOBEHHOro obMeHa cooblweHnsaMun, 4tTobbl y6eanTbCa, YTO 3TU SIIOAN UM 3HAKOMBI.

3. Wcnonb3ynTe cpeacTtBa 610KMPOBaHMS HEXenaTeNbHOro KOHTEHTa Kak AOMNOJIHEHNE K CTaHAapTHOMY PoanTensckomy
KOHTPOJI0.

4. HeobxoauMMoO 3HaTb, KaKMMW YaTaMu Nonb3yroTcs Bawwn geTtun. MNoowpsnTte NCNonb3oBaHMe MOAEPUPYEMbIX HYaTOB U
HacTamBalTe, 4TO6bl AeTn He obLWanncb B NPUBATHOM pexunMe.

5. HacrausaliTe Ha TOM, 4YTObbl AETUM HUKOrAA He BCTPEeYanncChb JIMYHO C APY3bsIMU U3 CeTU HTepHeT.

6. [puyunte neten He BblAaBaTb CBOK JIMYHYK WMHMOPMaLMIO CpPeaCTBaMW 3/1EKTPOHHOM MOYTbl, 4aToB, CUCTEM
MrHOBEHHOro o6MeHa coobLeHNIMN, perncTpaunoHHbIX GOpM, MNYHbBIX NPOdUNEN U NPU perncTpaumm Ha KOHKYPCbI
B NIHTepHeTe.

7. TpuyuynTe peTen He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHnss. O6bSACHUTE UM, YTO OHM MOryT Cly4YamHoO
3arpy3uTb BUPYCbl AN ApYroe HexenaTtenbHoe NporpamMMHoe obecneveHune.

8. TpuyuunTte Bawero pebeHka coobwaTe BaM 0 nobbIX yrpo3ax wuam Tpesorax, CBA3aHHbIX ¢ MHTepHeTOM. HanoMHuTe
[eTAM, 4YTO OHW B 6e30MacHOCTW, eci caMu pacckasanu BaM, O CBOWMX Yrpo3ax unau Tpesorax. loxeanute ux u
NOCOBETYNTE NOAOWTU eLe pa3 B NOAOOHbIX Cly4vasX.

9. PacckaxuTte aetsMm 0 nopHorpadum B MHTepHeTe. [MoMormTe MM 3aWMTUTLCS OT cnaMa. HayuuTe noapoCcTKOB He
BblAaBaTb B MHTepHeTe CBOEro peasibHOro 3/IEKTPOHHOrO ajpeca, He OTBeYaTb Ha HexenaTesbHble NMucbMa WM
MCMOMb30BaTh CrneumasnbHble NoYTOoBble hUAbTPSLI.

10. Mpuyunte cebst 3HaKOMUTLCSA C CanTaMm, KOTOpble NocCeLlaroT NoAPOCTKU.

11. HayuuTe geteli yBaxaTb APYrMX B UHTepHeTe. YbeanTechb, YTO OHM 3HAOT O TOM, YTO NMpaBwu/ia XopoLlero NoBeaeHns
[ENCTBYIOT Be3je - Jaxe B BUPTyaslbHOM Mupe.

12. O6bsACHMTE AETAM, YTO HM B KOEM C/lydae Hesb3s ucnonb3oBaTh CeTb ANA XyNUraHCTBa, pacnpoCTpaHeHus crnieTeH
VAW Yrpo3 APYrUM NOASM.

13. O6cyanTe c noapocTKaMmn npobniemMbl ceTeBbliX a3apTHbIX UIP U UX BO3MOXHbIN PUCK. HanoMHUTe, 4TO AeTU He MOoryT

nrpaTb B 3TV UIpbl COrTACHO 3aKOHY. MOCTOSSHHO KOHTPONMpPYWTE ucnonb3oBaHne NHTepHeTa Bawnm pebeHkom! 31o

He HapyleHWe ero JIMYHOro MPOCTPaHCTBa, a Mepa MNpeAoCTOPOXHOCTM M MposiBeHne Bawel poaunTenbckon

OTBETCTBEHHOCTU U 3a60Thbl.



